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Practicing for the Worst
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Led by CEO Wayne Peacock, at left, members of the newly formed Crisis Management Team deliberate over options in a
recent ransomware exercise.

Full-scale simulations help USAA prepare for worst-case
scenarios

Earlier this month, USAA pressure-tested our defenses by simulating a ransomware attack over the
course of six days in which we assessed what could happen if one million member records filled with
personally identifiable information were “leaked” and employee workstations and servers crashed.

The mock security crisis was part of a scripted simulation led by our Enterprise Business Continuation
Team to prepare the enterprise for potential physical and cyber emergencies. The team conducts
periodic exercises for key individuals from around the company who are responsible for keeping the
business running and informed throughout a crisis.

Jason Witty, SVP, chief security officer, says these emergency situation drills are critical in protecting
USAA.

“We would much rather find something that surprises everyone now than in a real crisis,” he explains.
“Simulating a worst-case scenario builds the muscle memory that helps everyone be better prepared if
and when something bad really does happen.”

New to the process this year is the creation of a Crisis Management Team (CMT), consisting of the CEO
and Executive Council. When an incident reaches the top levels of severity, the CMT is engaged -
giving decision rights to the CEO.

In this month's cyberattack exercise, the team gained helpful insights on the kind of information that
might or might not be available to support the CMT's decision-making efforts, as well as internal and
external capabilities that would help them manage and resolve the situation.

Mickie Williams, AVP, business continuation, says in addition to running simulations, the business
continuation team is always on the alert, scanning for all kinds of potential threats through the
sophisticated monitoring technology in our Unified Command Center (UCC). The team tracks
everything from severe weather events to data breaches to bomb threats to the ongoing Russian
invasion into Ukraine and how this is impacting our mission.

“The UCC's job is to be ready for anything,” he says. “We monitor, detect, analyze and manage
worldwide incidents that pose risks to USAA team members, technology, facilities and suppliers to
ensure risks are mitigated and communicated across the enterprise.”

The UCC serves as the organization’'s command, control and communication hub with direct links to
security and facility connection points across the enterprise. Since it was established in January 2014,
the UCC has worked 24 hours a day, seven days a week, 365 days a year.
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KEY TAKEAWAYS

» Be sure to keep all your contact information up to date
in OneSource, so that the UCC can reach you in case of
emergency

» The UCC monitors threats to USAA around the clock
and conducts regular exercises to simulate crises

» The crisis management team was created this year to
improve connection points to the Executive Council on
the highest levels of issues
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